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Full MDR SIEM-Based SOC Service for SMEs: Affordable & Secure

Managed MDR SOC & SIEM as a Service: Threat Monitoring, Detection & Response

Comprehensive Overview of Key Features

+1 866-661-6685

24/7 Managed Detection & Response
e  Security Monitoring & Detection of IOC/IOA
e Threat Hunting, Incident Triage & Remediation
e Monitors Security, Servers, Endpoints,
Network, User Behavior

Going Beyond Managed SIEM
e  Baseline Security Assessment (CIS Benchmark)
e  File Integrity (FIM) & Windows Policies
e Host Vulnerability Assessment & Host Asset
Inventory

A Fully Managed & Cloud Hosted
Next-Gen SIEM

e 1 Year Log Retention (Opt extension)

Comprehensive Periodic Reports
e Automated & On-Demand Compliance Reports
e  Custom Regulation Based Reports

Proactive Customer Support
e Customized Rules Match Your Environment
e  Proactive Threat Attack Notices & Blocking
e  SOC Team Support with Optional Services

@2022 eSecurity Solutions. All Rights Reserved.

Service Summary

eSecurity Solution's Managed MDR SIEM-
SOC Solution protects your critical assets
with 24x7 security monitoring, threat
detection, and incident response all without
the expense or hassle of hiring and keeping
cybersecurity experts on your staff. Our
purpose-driven technology and team of
security experts work closely with each
customer to identify, prioritize, and resolve
security threats and attacks. Using an open-
architecture machine-accelerated platform,
our SIEM-SOC collects data from multiple
sources to provide centralized Vvisibility
through a single platform. Our SIEM
administrators correlate detection data (IOA
and 10C) and our 24x7 SOC analysts analyze,
investigate, and implement response actions

against the sophisticated cyber threats.

www.esecuritysolutions.com
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The Driving Force Behind Outsourced MDR

Ensuring Regulation & Insurance Compliance

Regulations and new cyber-insurance guidelines

require security

monitoring to added to company’s security. This is consistent with the
goal of adding Detect & Respond security solutions to traditional
Protection solutions. Our managed MDR SIEM-SOC provides the highest
level of security monitoring, detection and response allowing companies

to gain regulation and insurance compliance. Our proprietary platform

generates weekly compliance-level and custom reports needed to

document compliance (such as HIPAA, PCI, NIST etc).

NIST/CIS

Framework

Comprehensive MDR Platform Monitors All Your Key IT & Security

Our 360° platform ingests real-time data cloud datacenters, network, security logs, servers, endpoints, and applications.

Then we correlate, analyze, validate, and distill true threats and attacks using threat hunting to determine attack chains.

Once threats are validated, our 24x7 team works to block attacks, and to alert and support you with actionable

remediation information.

Monitor

Comprehensive
Automated
Hybrid

SIEM
Platform

Saas Scalability

Expertise

24/7 Security Operations
Global Threat Research
Threat Hunting

+1 866-661-6685
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Three Types of Managed Security

1. The most basic managed security is managing individual

APEX MDR
Managed SIEM

security products or security controls.

2. Managed Products with MDR adds managed detection

and response to traditional managed security. Products
like EDR, NDR & SIEMS lend themselves to MDR services.

|
Managed Products

3. The most valuable single solution is a Managed SIEM. with MDR

A Managed SIEM monitors ALL your security and key IT

Managed Security
Products

(servers, network, clients, M365). It provides real-time
monitoring, correlation, Al analysis, threat hunting,
alerting, and remediation enablement. A managed SIEM
complements individual product management for a
complete solution.

MDR SIEM-SOC Integrated Managed Detection & Response Architecture

eSecurity Solution’s 24x7 managed security services are built to integrate your stack of security & IT solutions with our
security management providing a customized security MDR solution.

It starts with our Managed SIEM-SOC to provide Advanced MDR for all your security infrastructure. Our SIEM-SOC
provides incident detection & response by monitoring all security and key IT for a true APEX MDR solution.

Integrated
SIEM

XDR
Managed (Monitor all Security & Key IT for Complete Picture)

Detection

& Monitored IT
Infrastructure

Response Monitored / Managed Security Control Products
Stack

UTM Phishing
- L ) s .

Firewall Security

Then we optionally manage your other key security with a vendor agnostic approach. Our goal is to provide you with 1)
the best overall security, 2) the highest level of integrated detection and response (because we monitor everything)
and 3) to offload as much security management as you require so your organization can focus on your highest
priorities.

+1 866-661-6685 @2022 eSecurity Solutions. All Rights Reserved. www.esecuritysolutions.com
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MDR SIEM-SOC Monitoring Features

Our SOC Platform provides an enterprise-level solution to companies of all sizes. Monitoring features vary by device. The
following is a top-level list of SIEM-SOC features available. For more details talk to your eSecurity Solutions team.

AWS / M365 / . .
Endpoints | Servers | Azure | Firewalls | Google LRELAVIE R MulelaT el (=Te lo (AVIToT-R oY1

Managed Next-Gen SIEM

. . . . . e Cloud hosted and fully managed SIEM

e Customized correlation rules including Al/ML

Managed Detection and Response

. . . TS TS o Realtime threat monitoring and detection & Threat hunting

e Provide expert-led security triage with remediation guidance

Live Dashboard and Reports

* * * * * e Visibility of threats, compliance data, analyzed Events, alerts, and Monitored Assets
e Schedule report or on-demand report access with ability to customize
Compliance with Security Requirements or Regulations

* * * * * e Dashboards and reports for NIST, HIPAA, PCl, and GDPR

o Weekly summary event detections, security threats, and threat hunting results
Customer Support

* * * * * e Proactive threat, attack, vulnerability advisories, Optional blocking

e 24x7 access to support, Search tools for your IT team

User and administrator login auditing and review

. . . . . e Monitor when, where, how, and who is logging into your devices

e Summarize, review, and report on login anomalies

Security Monitoring

. . . . ® Local Policies and Group Policy Objects (GPO), File Integrity Monitoring (FIM)

e Monitoring of security policies such as Windows Defender and M365
Indication of Attack (IOA) and Indication of Compromise (10C)

. . e Monitoring of programs, processes, systems files, registry, and network activity
e User Behavior Analytics (UBA)

Host Vulnerability Scans:

e Windows OS and application vulnerabilities, Continuous automated detection
Baseline Security:

¢ Configuration assessment for Windows, Linux, and Mac OS based on CISv8 ?

* * Host Asset Inventory: Windows host hardware, 0S, and applications inventory *
Cloud Infrastructures (AWS, Azure, and Google Cloud)

. e Security audit for configuration, security policies, and network topology

e Real-time inventory management and asset discovery

Office / Microsoft 365 and Google Workspace Threat Monitoring 2%3

. . e Compliance with policies, Microsoft ATP / Defender, Track Azure Directory (AD DS)

e Application monitoring: SharePoint, OneDrive, Exchange, ATP, Outlook, Google Apps.
. Network Firewall / Internet Gateway

e Administrator changes, access and VPN login auditing

o Network traffic and security event monitoring, DDoS attacks and exploits

+1 866-661-6685 @2022 eSecurity Solutions. All Rights Reserved. www.esecuritysolutions.com
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Why Chose eSecurity Solutions as Your Managed Security Services Provider?

Our managed SIEM services brings a wealth of strategic benefits to the table. Our SIEM comes with enterprise-grade
security expertise backed by a successful track record of deploying SIEM services for diverse businesses across sectors.
We tap into our strong cybersecurity expertise and association with leading security vendors to give you the best solutions
to protect, detect, respond and to manage your security. This enables our customers to secure their businesses and to
be compliant with regulations and cyber insurance.

We have built a reputation for deploying a complex MDR SIEM-SOC and other managed security deployments fast and
efficiently enabling our customers to focus on other priority tasks. Our managed SIEM services are manned by industry-
leading experts with immense cybersecurity knowhow. We are technology agnostic and have end-to-end expertise
including policy definition, configuration, management, SOC monitoring, threat hunting, and remediation.

Compliant Awarded

eny- . CYBER CYBER
TIA-" A SECURITY SECURITY

* oy X

Fastest Growing Managed Detection
Cybersecurity Company and Response
Mapped
MITRE
ATT&CK.

The Right Expertise for Your Business
What Do You Get?

eSecurity Solutions is a one-stop comprehensive cybersecurity provider.
True 24x7 SOC: Our SOCs are spread We provide compliance level security risk assessment, managed
across multiple time zones to security, and security products from leading security product vendors.
overcome working hour barriers and
offer true 24/7 services to our
customers.

Our managed security services provide solutions for all major security
controls. Hence, we can take the burden of managing security for cloud,
endpoint, access control, network, and security monitoring, so that you

. . can focus on increasing your business.
Expertise: All our cybersecurity experts gy

are certified professionals with years of
expertise and experience.

Security tools alone cannot protect your organization. You also need the
expertise to leverage them. Our SOC team members are certified
experts with profound industry knowledge who can integrate our SIEM
SOC solution with your current security stack. The blend of the right
expertise and robust platforms, mapped against the MITRE ATT&CK
framework, ensures that all the risks are detected and mitigated before
they become dangerous for your organization.

Pay-as-you-scale: Our SOC-as-a-Service
pricing is kept flexible so that pay only
for what you use.

Contact Us to Learn More REQUEST A DEMO GET A QUOTE
sales@esecuritysolutions.com

+1 866-661-6685 @2022 eSecurity Solutions. All Rights Reserved. www.esecuritysolutions.com
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