Cybersecurity Awareness Training

TRAIN

Cybersecurity &
Awareness Training

Security Awareness

Training:

M Development
Awareness

M Teach Threat
Avoidance Skills

M Assess Skills &
Learning

M Management
Reporting

Cybersecurity
Training for:
= Senior Management

= Line Managers
= Technical Staff
= Employees

-

Analyze Train

Phish

Cybersecurity Training & Phishing
Simulations to Secure Your Workforce

Cybersecurity Training is An Essential Pillar of Compliance

All security compliance regulations require security awareness training. That is because without
awareness training, inappropriate employee behavior can render much of your security useless.
Many security breaches are caused by unintentional employee behavior. Good security requires
proper security solutions, plus employee based security focused policies, and processes. Your entire
organization must be aware of security threats and how to prevent them. They must be aware of
what you expect them to do and how to react if a threat occurs.

Cybersecurity Training Makes You More Secure
Cybersecurity training must include multiple activities to get the desired results.
1) Training must be ongoing
2) Different levels of employees need different training
3) Combining simulated threats with “lessons learned” training provides real world learning
4) Instructed course work can effectively teach what the broader threats are and how to react
5) Interactive training can be useful to develop team security behavior
6) Assessment is important to measure improvement
7) Training must be convenient or it will never get done

All Levels of Your Company should be Cyber-trained
Security to be effective requires everyone in your organization from the senior staff to all employees
to be trained on security threats and how to respond.

We provide training for all your staff:

1) Senior management team - To provide a unified
team approach to security.

2) Line Management - How to increase
awareness and motivate them to maintain a
cyber-safe environment

3) Employees — To develop awareness of,
and how recognize cyber-threats. How to
respond when they see a threat
whether it be a phishing email or a
malicious link, application or
computer behavior. We simulate
threats, train and then assess
they have learned.
Management reports show
you the results and allow
you to assess improvement.

Senior Managers

* Security Simulation
* Security Culture Assessment
* Awareness Training

Line Managers

* Motivational Training
* Awareness Training
* Phishing and Social Engineering

Employees

¢ Online Awareness & Response training
¢ Phishing Simulation & Social Eng. Tests
* Security Assessment

eSecurity Solutions provides a completely set of security training courses for your organization. See
the following tables on security training course offerings. These are available in online, onsite or
classroom environments depending on the course. Contact eSecurity Solutions to define a training
curriculum for your organization that will get your team trained, assessed and continually refreshed
so that you are always providing your best security posture.
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ONLINE TRAINING & SOCIAL ENGINEERING BUNDLES

FEATURES \Silver Gold Platinum Diamond
Console & Reporting v v v

Security Hints & Tips, Posters v v v

Automated Training Campaigns’

15,30,45 Minute Classes v v v

Level Il Courses

Level Il Courses (Unlimited)

Compliance Courses
(PCI, HIPAA, FFIEC, SOX, FERPA, GLBA)

Other Videos, Training Games

Vulnerable Browser Plugin Detection

Social Engineering Testing

Unlimited Phishing Simulations?

Vishing (Direct Dial Phishing)

Phishing with Exploit Simulation

USB Drive Test

Advanced Automated Phishing

MANAGED SERVICES Optional Complete Management Services

126 Languages, Assessment Testing, Customizable by Group
2 Customizable Phishing, 100s of templates
Courses and modules are subject to updates and other changes

Course Summary

Core fundamentals of security in 15, 30 or 45 minute online courses. Includes unlimited phishing
simulations.

Silver

Extended training for employees Includes Silver features plus vishing and additional focused security
Gold modules to allow training on various topics like: handling of credit cards, safe Web browsing, sensitive
information, social media, Ransomware, passwords, USB attacks, mobile security and move.

Platinum Our most popular training solution including extended training plus Advanced social engineering.

Compliance driven companies will want this option. Includes 25+ more topic specific training courses
including compliance specific courses for PCl, HIPAA, FFIED, SOX, FERPA, GLBA. Includes the latest
generation of automated advanced phishing to provide your team with the utmost in social engineering
preparedness.

Diamond

Contact us today to customize a security awareness program for your company today.

s Solutions = 1-866-661-6685
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